
Dissecting Cybersecurity Breaches
Jeremiah School – Impact Networking / DOT Security



Introduction



+



Agenda

• Understanding a Breach
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• Q&A



Incident
An event that could jeopardize the confidentiality, integrity, or 
availability of digital information or information systems.

Breach
A cybersecurity breach is any unauthorized access to data, applications, devices, or 
networks. Typically, they’re done with the intent to steal data or shut down key systems.



Understanding 
Breaches



Incident
Severity



Number of 
Breaches 
Over 
Time

Source: Verizon Data Breach Investigation Report 2023



Source: FBI’s 2023 IC3 Report



Duke University/CFO Magazine Global Business Outlook Survey

85%
< 1,000 Employees

60%
> 1,000 Employees

Organizations Penetrated 
By Threat Actors



Top 3 Ways 
Attackers Access 
an Organization

Source: Verizon Data Breach Investigation Report 2023



Breach Response 
Insights



CIS Control Groups

Response within Frameworks



CIS Control Groups

Response within Frameworks



Response within Frameworks



IT vs Cyber Teams



Response Lifecycle

Detect



Average Recovery Times

Mailbox 
Compromise

Ransomware

24
HRS

24
DAYS



Real World 
Stories 



Business Email Compromise

Company Profile

Attack Profile

Organization 
Impact

Preventative 
Measures

Cold Storage Warehousing
50 Employees
Internal IT Team
DOT Security Cyber Team

Stolen Credentials Used
MFA Bombing

User Mailbox Rules
User Impacted for the Day

End User Education



Ransomware

Company 
Profile

Attack 
Profile

Organization 
Impact

Preventative 
Measures

Oregon & Louisiana DMV
State IT and Cyber Teams

Software Vulnerability Attack
6mm and 3.5mm records stolen
Drivers License, SSN & PII Data
MoveIT Software Bug
Data held for extorsion
No ransome paid

Most operations sustained
File transfer capabilities 
impacted

Being prepared



Ransomware

Company 
Profile

Attack 
Profile

Organization 
Impact

Preventative 
Measures

Electrical Contractor
250 Employees & 7 locations
Part of holding company
MSP IT Partner
No Cybersecurity Partner

Encryption of all endpoints
$6.5mm ransom demanded

Loss of operations for 30 days
C Level Panic
Reputational Loss

Improved IT Practices
Basic Cybersecurity Services
Incident Response Plan



Example Ransomware Screen



Example Ransomware Screen



Example Ransomware Screen



Example Ransomware Chats



Top 5 Cybersecurity Tips



#1 Train Employees

• Scheduled
• Monitored
• Risky User Action Plans
• Reporting
• Build a cyber aware culture



#2 Unknown System Bugs

• Know what systems you have
• Patch hardware & software monthly – 

quarterly
• Apply critical patches ASAP
• Manage patch health



#3 Have a Cybersecurity Strategy

• Perform a Risk Audit
• Provide a Board Room Seat
• Cybersecurity Maturity Roadmap
• Tested Incident Response Plan



#4 Identify & Monitor Assets

• Clear reporting of users, licenses, 
subscriptions and devices

• Reporting of system health

• Properly managed Endpoint Detection & 
Response (EDR) software

• Property managed Security Information & 
Event Management (SIEM) Software



#5 Replace Outdated Systems

• Do not use unsupported systems

• Segment outdated systems

• Wrap higher level security controls 
around higher risk systems



Top Personal Cybersecurity Tips



Top Personal Cybersecurity Tips

• Keep your technology updated
• Use a password manager
• Backup your data
• Trust but verify
• Freeze your credit



Q&A



Jeremiah School
920-750-2679
jschool@dotsecurity.com

Thank You


